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Device Certificate
Issuance Process

Building Trust Transparently

Subscriber contacts A3SA to get device

Note: Prerequisite for device certificates is to have
completed registration and integration with Widevine.

certificates and completes the A3SA Adopter J

Agreement.

v

A3SA introduces Subscriber to Eonti and

!

ﬁonti Sends Subscriber:
» Digital Certificate Subscriber Agreement
(DCSA) along with:
o Certificate Naming Application(s)

provides Eonti with:

* The organization name of the Subscriber

* Whether Model or Individual device
certificates are needed

* The approved Device Series and Model Name

(needed for each approved Device Series)
o Customer Contact Information Form
o Fee Schedule

* Invoice for the certificates being request(y

Subscriber Returns the Signed DCSA and:
* Completed Certificate Naming

(L.
Verification:

Application(s)
* Payment for the certificates being

Ve

requested
e Eonti verifies contact information of
L individuals listed in the DCSA
Model Certificates Individual Device Certificates
Low Volume (<100) Higher Volumes (>100)

\/

Certificate Signing Request (CSR) file(s):
¢ Subscriber sends Eonti a CSR for
each certificate being requested
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Certificate Issuance and Delivery:

* Eonti accesses the online account and
generates the certificate(s) ordered by
Subscriber using the CSR file(s)

* Production Certificate(s) securely sent to
Subscriber

* Information and instructions for support,
revoking, and ordering additional certificates
sent to Subscriber

Ordering Certificates for a new device (Individual

or Model)

* A3SA sends Eonti the Subscriber organization
name and approved Device Series

* Subscriber sends payment, Naming
Application(s) and CSR file(s) to Eonti

Eonti Proprietary & Confidential
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mgh Volume Individual Device Certificates \

Account Authorization & Issuance:

* Eonti provides Subscriber with account
access information and instructions for
requesting, downloading, revoking, and
ordering additional certificates

* This includes instructions on uploading CSR

\ files, if applicable

\
Ongoing Certificate
Lifecycle
Management

—

mdering Additional Individual Device Certificates

* Certificates are purchased in advance. Once all
certificates that have been paid for are issued, a
Subscriber can place a new order with Eonti and
additional certificates will be available.

* If more certificates are issued than have been
paid for, Eonti will bill the Subscriber at the end of
the month for any additional certificates

\ consumed.
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